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*********** Begin of 1st Change ************
4.3.2.3
No unused software
Requirement Name: Unused software shall not be installed or shall be uninstalled

Requirement Description: 

Unused software
 or parts of software which are not needed for operation or functionality of the network product shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).

Test Case: 

Test Name: TC_NO_UNUSED_SOFTWARE

Purpose:

To ensure that there is no unused software that might be installed in the network product which are not required for its operation or functionality.

Procedure and execution steps:

Pre-Conditions:

A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:

-
name of the software;

-
version of the software installed;

-
list of dependencies and versions;

-
For webservers, any add-ons and functions;

-
any special hardware/debugging ports;

-

-
licensing information;

-
brief description of their purpose.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Verification of the compliance to the prerequisites:

a.
Verification that the list of software is available in the documentation of the Network Product. 

b.
Validation that all entries in the list of software are meaningful and reasonably necessary for the operation of the Network Product class.

2.
Identification of the software which are installed in the system using any suitable command line tools or any other suitable means of determination.

3.
Validation that there are no entries in the list of software installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation. 

4.
Based on his/her experience, the tester will check for known default example files for software installed on the system.

Expected Results:

The report will contain the names and version of the tool(s) used for finding out what software is installed in the system. The detailed report will contain the name and version information of all the software installed in the system generated by the tool.

The list of all available software which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software not in the list of allowed software will be highlighted and brought out as a part of the report.

There should be no unnecessary software installed in the network product except for the ones which are deemed necessary for its operation. 

There should be no more default example files for the installed software on the system.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information,

-
Settings and configurations used 

-
the output pertaining to the test case performed and,

-
the test results i.e. list of allowed and disallowed software

*********** End of 1st Change ************
*********** Begin of 2nd Change ************
4.3.2.4
No unused functions
Requirement Name: Unused functions of the network products' software and hardware shall be deactivated.

Requirement Description: 

During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause "5.3.2.3 No unused software" of the present document, such functions shall be deactivated in the configuration of the network product permanently. 

Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after network product reboot.

Example: 
A debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the network product.

Test Case: 

Test Name: TC_NO_UNUSED_FUNCTIONS

Purpose:

To ensure that there is no unused hardware or software functions that are not deactivated in the network product which are not required for its operation or functionality.

Procedure and execution steps:

Pre-Conditions:

A list of all available software and associated functions containing at least the following information shall be included in the documentation accompanying the Network Product:

-
name of the software;

-
version of the software installed;

-
list of dependencies and versions;

-
For webservers, any add-ons and functions;

-
any special hardware/debugging ports;


-
licensing information;

-
requirement during functioning of system;

-
brief description of their purpose.

Execution Steps:

The accredited evaluator's test lab is required to execute the following steps: 

1.
Identification of the hardware and software functions which are installed in the system or might have been disabled using any suitable command line tools or any other suitable means of determination. 

2.
Validate that there are no entries in the list of hardware and software functions installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation.

Expected Results: 

The report will contain the names and version of the tool(s) used for finding out what software and associated function is installed in the system. The detailed report will contain the name and version information of all the software and functions installed in the system generated by the test tool.

The list of all available functions which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any functions not in the list of allowed software will be highlighted and brought out as a part of the report.

There should be no unused function that is not deactivated in the network product except for the ones which are deemed necessary for its operation.
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information

-
Settings and configurations used

-
The list of software and associated functions

-
the test results i.e. allowed list of functions

*********** End of 2nd Change ************
*********** Begin of 3rd Change ************
4.3.2.5
No unsupported components
Requirement Name: The network product shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.

Requirement Description: 

The network product shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.

Test Case: 
Test Name: TC_NO_UNSUPPORTED_COMPONENTS

Purpose:

To ensure that there is no unsupported components that is running in the network product which is not supported anymore and has reached its end-of-life or end-of-support.

Procedure and execution steps:

Pre-Conditions:

A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:

-
name of the component;

-
version of the componentinstalled;

-
list of dependencies and versions;

-


-
licensing information;

-
requirement during functioning of system;

-
brief description of their purpose.

Execution Steps

The accredited evaluator's test lab is required to execute the following steps:

1.
Identification of the hardware and software components, version information and the kind of support available for the components provided by the vendor, the producer, the developer or other contractual partner of the operator using any tool or any other suitable means of determination. 

2.
Validate that there are no entries in the list of hardware and software components installed in the system which are not supported as given by the vendor of network product in the attached documentation.

Expected Results:

The report will contain the names and versions of the tool(s) used for finding out what software and hardware components are installed in the system. The detailed report will contain the name and version of the software and hardware used in the system, and the period of support for each of these components.

The list of all available software and hardware components and their associated support information which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software or component which is not supported any longer by the vendor will be highlighted and brought out as a part of the report.

There should be no software installed in the network product which is unsupported as of the day of testing.
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information

-
Software and hardware components used in the network product
-
the test results i.e. support information of each listing

*********** End of 3rd Change ************
�This is covered in 4.3.2.5





